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ABSTRACT 

 With the increasing reliance on networked systems for critical infrastructure, the threat of 

Distributed Denial of Service (DDoS) attacks has become a significant concern for network 

administrators and security professionals. DDoS attacks aim to disrupt the availability of services 

by overwhelming a target system with an excessive amount of traffic, rendering it inaccessible to 

legitimate users. Traditional detection methods often struggle to accurately identify DDoS attacks 

amidst the vast volume of network traffic. 

 This paper proposes a novel approach for the detection of DDoS attacks based on entropy 

analysis. Entropy, a measure of randomness or disorder, is applied to network traffic patterns to 

discern anomalous behavior indicative of a DDoS attack. By analyzing the entropy of various 

network attributes such as packet size, source IP addresses, destination ports, and protocol types, 

this approach seeks to differentiate between normal and malicious traffic. 

1 INTRODUCTION 

1. INTRODUCTION 

 Distributed Denial of Service (DDoS) attacks pose a significant threat to the availability and 

reliability of online services, making them a major concern for network security professionals. 

These attacks involve flooding a target system or network with an overwhelming amount of 

traffic, rendering it unable to respond to legitimate requests from users. Detecting and mitigating 

DDoS attacks in real-time is crucial to maintaining the uninterrupted operation of critical online 

services. 

 Traditional methods for detecting DDoS attacks often rely on signature-based techniques or 

anomaly detection algorithms. However, these approaches may struggle to keep pace with the 

evolving tactics and sophistication of attackers. As a result, there is a growing need for more 

advanced and robust detection methods that can effectively identify and respond to DDoS attacks 
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in dynamic network environments. 

 In recent years, entropy-based approaches have emerged as promising techniques for 

detecting DDoS attacks. Entropy is a measure of the randomness or unpredictability of data, and it 

can be used to analyze the characteristics of network traffic and identify patterns associated with 

DDoS attacks. By monitoring changes in entropy levels within network traffic, it is possible to 

detect abnormal behavior indicative of a DDoS attack. 

 

Literature Survey 

Title: Detection of DDoS Attack using Entropy Approach: A Literature Survey 

Author: John Smith 

Abstract: 

 This literature survey investigates the utilization of entropy-based methodologies in the 

detection of Distributed Denial of Service (DDoS) attacks. Five key papers are reviewed, each 

contributing unique insights and methodologies to the field. The survey begins with an 

introduction to the challenges posed by DDoS attacks, followed by an explanation of entropy's 

theoretical underpinnings and its applicability in network traffic analysis. 

 

 
3 IMPLEMENTATION STUDY 

Existing System: 

In the existing landscape of DDoS attack detection, several approaches have been employed to 

identify and mitigate these threats. Traditional methods often rely on signature-based detection, 

which involves comparing network traffic patterns against known attack signatures. However, this 

approach is limited in its ability to detect novel or zero-day attacks, as it requires prior knowledge 

of attack patterns. Another common method is anomaly-based detection, which seeks to identify 

deviations from normal network behavior. While this approach can potentially detect new and 

previously unseen attacks, it may also suffer from high false positive rates and difficulties in 

distinguishing between legitimate traffic anomalies and actual attacks. 

 Disadvantages: 

Limited Scalability 

Overhead and Latency 

 

 Proposed System & alogirtham 

In response to the limitations of existing systems for DDoS attack detection, we propose a novel 
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approach leveraging an entropy-based method. Our proposed system aims to overcome the 

drawbacks of traditional detection methods by analyzing the entropy of network traffic patterns to 

identify abnormal behaviors indicative of DDoS attacks 

 

4.1 Advantages: 

Enhanced Accuracy 

Early Detection 

Scalability 

Adaptability 

 

 

              Fig:3.1 System Architecture  
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IMPLEMENTATION 

MODULES: 

Modules Used in Project  :- 

Tensorflow 

 TensorFlow is a free and open-source software library for dataflow and differentiable 

programming across a range of tasks. It is a symbolic math library, and is also used for machine 

learning applications such as neural networks. It is used for both research and production 

at Google.  

TensorFlow was developed by the Google Brain team for internal Google use. It was released 

under the Apache 2.0 open-source license on November 9, 2015. 

 

5 RESULTS AND DISCUSSION 

 In computer world two systems can interact with each other using network connection and 

sometime some malicious users can intercept those connections signals and then alter request 

values to perform malicious activities on receiver system. To detect and avoid such malicious 

attacks we are employing CUSUM entropy based DDOS (distributed denial of service) attacks 

detection technique. 

 The cumulative sum of entropy (CUSUM) can be used to track the randomness of the data 

over time. For example, if the cumulative sum of entropy is increasing, then the data is becoming 

more random. If the cumulative sum of entropy is decreasing, then the data is becoming less 

random. 

 As per CUSUM technique if there is sudden change in value then it will consider as attack. 

While normal communication all system network signature CUSUM value will be less than 0 and 

if malicious alteration occur then CUSUM value will get high and based on this approach we can 

say weather network communication is normal or attack. 

 To train CUSUM algorithm we are employing DDOS dataset and below screen showing 

dataset details 

https://en.wikipedia.org/wiki/Free_software
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Library_(computing)
https://en.wikipedia.org/wiki/Library_(computing)
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Neural_networks
https://en.wikipedia.org/wiki/Google
https://en.wikipedia.org/wiki/Google_Brain
https://en.wikipedia.org/wiki/Apache_License
https://en.wikipedia.org/wiki/Open-source_license
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 In above dataset screen first row represents dataset column names of network connection 

and remaining rows represents values and in last column we have class label as 0 or 1 where 0 

means normal and 1 means attack. We will use this label to compare CUSUM prediction is correct 

or not and based on this we will evaluate its performance using Accuracy, Precision, Recall and 

FSCORE. 

In below screen showing code for CUSUM computation 

 

In above screen read red colour comments to know about entropy based attack detection. 

To implement this project we have designed following modules 
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1) Upload DDOS Dataset: using this module we will upload dataset to application and then plot 

graph of number of normal and attacks records 

2) Pre-process Dataset: dataset contains both numeric and non-numeric values but CUSUM 

will accept only numeric values so will process dataset to convert non-numeric values to numeric 

values and then shuffle and replace missing values with 0 

3) Normalize Training Features: using this module we will normalize all processed dataset 

values 

4) Train CUSUM Entropy Model: using this module will compute CUSUM entropy technique 

to detect attacks packets and then compare predicted labels with actual labels to calculate accuracy 

5) Predict Attack from Test Data: using this module we will upload test data and then apply 

CUSUM entropy model to predict weather test data is normal or attack. 

 

 

SCREEN SHOTS 

To run project double click on ‘run.bat’ file to get below screen 

5.2.1 LOGIN PAGE: 

 

 

In above screen click on ‘Upload DDOS Dataset’ button to upload dataset and then will get below 

output 

 

Fig 5.1:Login Page 
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5.2.2 UPLOAD DDOS DATASET 

 

In above screen selecting and uploading ‘DDOS’ dataset file and then click on ‘Open’ button to 

load dataset and then will get below output 

Fig 5.2: Upload Ddos Dataset 

5.2.3 PRE-PROCESS DATASET 

 

In above screen dataset loaded and displaying few records from dataset and can see dataset 

contains both numeric and non-numeric values and by processing dataset will convert non-

numeric to numeric values. In above graph x-axis represents class labels and y-axis represents 

number of records in that class label. Now close above graph and then click on ‘Pre-process 

Dataset’ button to process dataset and then will get below output 

Fig 5.3: Pre-Process Dataset 
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5.2.4 NORMALIZE TEST DATA: 

 

In above screen can see all dataset values converted to numeric and can see total records and 

number of features available in each record and now click on ‘Normalize test data’ file button to 

get below output 

Fig 5.4: Normalize Test Data 

5.2.5 TRAIN CUSUM ENTROPY MODEL 

 

In above screen all dataset values normalized and now click on ‘Train CUSUM Entropy Model’ 

button to train entropy and get below output 

Fig 5.5: Train Cusum Entropy Model 
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5,2.6 PREDICT ATTACK FROM TEST DATA: 

 

In above screen entropy DDOS attack detection got 92% accuracy and can see other metrics also 

and in confusion matrix graph x-axis represents Predicted Labels and y-axis represents True 

Labels and all yellow and light green boxes contains correct prediction count and all blue boxes 

contains incorrect prediction count which are very few. Now close above graph and then click on 

‘Predict Attack from Test Data’ button to upload test data and then will get below output 

Fig 5.6:  Predict Attack from Test Data 

5.2.7 : TEST DATA FILE FOR PREDICTION: 

 

In above screen selecting and uploading ‘test data’ file and then click on ‘Open’ button to get 

below output 

Fig 5.7 : Test Data’ File For Prediction 
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5.2.8 PREDICT THE DATA: 

 

 

In above screen in square bracket can see TEST DATA values and after = arrow symbol can see 

CUSUM predicted values as ‘Normal or Attack’ 

Fig 5.8: Predict The Data 

 

 6. CONCLUSION AND FUTURE WORK 

 CONCLUSION 

In conclusion, the detection of Distributed Denial of Service (DDoS) attacks using entropy-based 

approaches represents a promising avenue for improving network security in the face of evolving 

cyber threats. Throughout this study, we have explored the theoretical foundations, practical 

implementations, and potential benefits of leveraging entropy analysis for DDoS attack detection. 

 Entropy-based methods offer several advantages over traditional detection techniques, 

including their ability to capture the randomness and complexity of network traffic patterns. By 

analyzing entropy measures such as packet entropy, flow entropy, and information entropy, it 

becomes possible to identify anomalous behavior indicative of DDoS attacks with high accuracy 

and low false positive rates. 

 Furthermore, entropy-based approaches exhibit adaptability and scalability, making them 

suitable for deployment in dynamic network environments and capable of handling large volumes 

of traffic. Their integration with machine learning algorithms enables the detection system to learn 

and adapt to emerging DDoS attack techniques, enhancing its effectiveness over time. 
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